Aug-03-05 04:1 Spin From-OUALCOhW AF-210A 



858-845-2550 T-170 P. 004/01 5 F-647 

Attorney Docket No. 990228 



IN THE CLAIMS 

Please ainend the claims as follows: 

Claims 1-5 (Canceled) 

6. {PrR<:i>ntiy AmpTif^ftH^ A method for achieving crv ptQ-svnchroni2atioa in a packet 
data comm^iTiigiatinn system, the packet data r nTnTrnmica rion system comprising a transmitter and 
a receiver, gj^i^ tTjiiTi<STY >itt^ and said receiver each havin g cryptographic security capabilities. 
comprising:. 

generating data jBrames at a predetermined rate in a transmittal 
incrementing a state yector at said prcdet emiined rate: 
providing said state vector to an encryption module: 

generating a codebook from said encrvptjon module, using at least said state vector, said 
codebook for encrypting at least one of said d ata fiames; 
detecting a delay in transmitting said data frames: 
dropping one or more of said frames; and 

disabling said state vector from inci-ementing for ea ch of said data frames being dropped, 
wherein said dropping one or more of said d ata frames comprises: 
determining a communication r-hannel latency, and 

dropping said data frames at a variable rate in ar rnrHanre with said communication 
channel latency, and 

The method of claim 5 wherein said dropping said data frames at a variable rate 
comprises: 

decreasing said rate if said communication chamiel latency falls below at least one 
predetermined threshold; and 

mcreasing said rate if said communication channel latency exceeds at least one other 

predetermined threshold. 

7. (Presently Amended) A method for achieving cryptQ-^svnchronization in a packet 
dntft finmm unication system, die packet data communication system comprising a Pransmitter and 

receiver, said transmitter and said receiver each having c ryptopraphic security capabilities, 
comprising: 

generating data frames at a predetermined rate in a transmitter 
incrementing a state vector at said predetermined rate; 
providing said state vector to an encryption module: 
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prftnararing a codebook from said encryption module, using at least said state vect or, said 
Godabook for encrypting at least one of said data frames: 
detecting a delay in transmitting said data fraiTies; 
dro pping one or more of said fram es: and 

disablin g said state vector from incrementing for each of said data frames beinfi dr opped, 
^0 mottiod - of clam -1- wherein said dropping said data frames comprises: 
determining a communication channel latency; 

dropping said data frames at a first predetermined fixed rate if said conrniunication 
channel latency fells below a predetermined threshold; and 

dropping said data frames at a second predetermined fixed rate if said commmiication 
channel latency exceeds said predetemiined threshold. 

8. (Canceled) 

9. (Presently Amended) A method for achieving crvpto-svnchronization in a packet 
data communicatiQn system, the nacket data commmiic ation system comprising a transmitter and 
a receiver, said transmitter and said receiver each having crvptogranhic security capabilities, 
comprising: 

generating data frames at a nredeterm ined rate in a transmitter; 
incrementing a state vector at said nrede teimined rate: 
providing said state vector to an encryptio n module: 

generating a codebook from said encryption m odule, using at least said state vector, said 
codebook for encrvptiae at least one of said data frames: 
detecting a delay in transmitting saLd data frames: 
dropping one or more of said frames,: 

disabUng said state vector from increme ntin g for each of said data frames being dropped, 
wherein said dropping one or more of said data fr ames comprises: 
determininp ; ^ r-nTnTnnnicatiQii channel late ncy: and 

dropping each of said data frames having a n encoded rate equal to a first encoding rate, if 
gpid gnTTim unication channel latency exceeds a p redetermined threshold; and ¥ho method of 

flkim g , ■ fijTthor comprioing 

dropping each of said data frames having an encoded rate equal to said first encoding rate 
and a second encoding rate if said communicatton channel latency exceeds a second 
predetermined tiireshold. 

Claims 10-11 (Canceled) 

3 



PAGE 5115 ' RCVD AT 8/3/2005 7:23:39 PM [Eastern Daylight Time] ' SVR:USPT0-EFXRF-6/1 ' DNIS:8729306 ' CSID:858 845 2550 ' DURATION (inin-ss):03-58 



Aug-03-05 04:19pm Froni-QUALCOMM AF-210A 



858-845-2550 M7Q P. 006/01 5 F-647 

Attorney Docket No. 990228 



12, (Presently Amended) A method for achieving cry ptQ-svnchronization in a packet 
HatA communication system, the packet data commimi c ation system comprising a tranamitter and 
a receiver. S3id transmitter and said receiver each h aving cryptographic security capabiUties, 

comnrisinju 

receiving data frames at a receiver; 

storing said data frames in sequence in a queue; 

groviding said stored data frames, in seouencc to a decryption module; 

incrementing a state vector at a predetermined rate; 

providing said state vector to the decryption module: 

generating a codebook from said decrypti on module, using at least said state vector, said 
codebook for decrypting at least one of said d ata frames: 

detecting that the data frames in the queue exceed a limit; 
droppin g one or more of said data frames in said queue: and 

adj usting said state vector for each of said one or more data frames that are dropped, 
wherein said admsting said state vector comprises: 

determining a number of dropped data fram es: and 

advancing said state vector in proportion t o said number of dropped fiwies, and 
Ttiomothod of clnim 14 wherein said advancing said state vector comprises advancing said state 
vector by a value of one for each of said one or more dropped frames. 

Claims 13-15 (Canceled) 

16. (Presently Amended) A method for achieving crvpto-svnchrQnization in a packet 
data communication system, the nacket data commun i cation system comprising a transmitter . and 
a receiver, said transmitter and said receiver each h aving cryptographic security capabilities, 
comprising: 

receiving data frames at a receiver_i 

storing said data frames in sequence in a queue; 

providing said stored data frames, in s equence, to a decryption module; 

incrementiQg a state vector at a pred etermined rate: 

providin g said state vector to the decryp tion module; 

crfenerating a codebook from said decrypt ion module, using at least said state vector, said 
codebook for decrypting at least one of said data frames: 

detecting that the data frames in the queue ex ceed a limits 
dropping one or more of said data frames in s aid queue: and 
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adiustin p said state vector for each of said one or more data frames that are dropped, 
wherein said dropping one or more of said data fra mes comprises: 
determining a communication channel latency; and 

drop ping said one or more data frames at a variable rate in accordance with said 
commmication channel latency, and 

■ The mothod - ef claim 15 - wherein said dropping said one or more of said data frames at a 
variable rate comprises: 

decreasing said rate if said commimication channel latency falls below at least one 

predetermined threshold; and 

increasing said rate if said communication channel latency exceeds at least one other 

predetermined threshold, 

17. (Presently Amended) A method for achieving crvpto-synchronization in a packet 
data communicatiQn system, the packet data communication sv stem comprising a nransmitter and 
a receiver, said transmitter and said receiver each having c ryptographic security capabiUties, 

comprising: 

rftceivinpi data frames at a receiver,; 

storing said data frames in sequence in a queue; 

prnvHHiTip; Rai d stored data frames, in sequence , to a decryption modules 
incrementing a state vector at a predetermined rate; 
providing said state vector to the decryption module: 

generating a codebook from said decryption module ^ using at least said state vector, said 
codebook for decrypting at least one of said data frames: 

detecting that the data frames in the queue ex ceed a limit; 

dropping one or more of said data frames in s aid queue; and 

adjusting said state vector for each of said one or more data frames that are dropped 
Tho motlaod of claim 10 wherein said dropping said one or more of said data frames comprises: 

detorroining a communication channel latency; 

dropping said data frames at a first predetermined fixed rate if said communication 
channel latency falls below a predetermined threshold; and 

dropping said data frames at a second predetermined fixed rate if said communication 
channel latency exceeds said predetermined threshold. 

18. (Canceled) 
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19. (Presently Amended) a method for achieving ciy ptfvsvnchronization in a packet 
data communic^tinn system. r^gl<-« data co mmimication system comprising a transmitter an j 
3_rgceiver. said transmitter and receiver e ach having crvotographic security capahiUti ^ 

comprising: 

receiving data frames at a receiver: 

storing said data frar nes in sequence in a queue; 

pr^vifiiTi p said stored data flames, in sequen ce^ to a decrvption module; 

inpjftmentin p a State vector at a prede termined rate: 

piY^v^f^inp; gai d State vector to the de t^tion module: 

ppnemriT^t. a codebook frnm said dect v ntion module, using at least said state vector, . s aid 
cndebook for decrvpting at least one of !^aid data flames; 

HRtec^Hnp that the data frames in the Queue exceed a limit; 

dtn ppin^ one or more of said d ata frames in said queue; 
jnctino said state vectnr for each o f ^aid one or more data frames that are dropped, 
wherein said droTmine one or more o f said data frames comprise?; 

determining a communic **tiAn chame] latency, and 
pro pping each of said data frfi^as having an encoded rate eoual to a first encoding rate if said 
communication channel latency exce eds a^redetemriinedthreshftld, and 
ftp method of olimn 1S> furthOT nnmrri^inc dropping one or more of said data frames having an 
encoded rate equal to said first encoding rate and a second encoding rate if said communication 
channel latency exceeds a second predetermined threshold. 

20. (Canceled) 

21 . (Presently Amended) a meTlind for achieving crvpto-synchrDnization in a packet 
data communicarion system, tb^ packet data c o mTnnnication system comprising a transmitter and 
« receiver, said transmitter and said receiver e ach having cryptnp ra phic security capabiUties, 

comprising: 

receiving data firun es «t a receiver, 
storin g said data frames in a queue: 

providing at least on« of said data fr ^nn^.s from said queue to a decryption module if 

available in said queue: 

pmvidinf. a state vector to said dec r ypHnn module, said Rtate vector incremented at a 

predetermined rate: 

P^n^ating a coddaopk from said d e ^^nn module, using at least said state vefitpt. said 
godebook for decrypting at least o ne of said data framesi 
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dgtecting that no data frame is available in said queue for decryption; and 
dkahling said state vector when no data frame is available for decrvption in said queue, 
Tho method of oloim 20, wherein said disabling said state vector comprises: 

deteixnining that none of said data frames are available for decryption in said qneue; 
disabling said state vector; 

determining that at least one of $aid data frames is available for decryption in said queue; 

enabling said state vector; and 

incrementing said state vector by a value of one. 

Claims 22-24 (Canceled) 

25. (Presently Amended) A transmitter for acliieving crv pto-svnchronization in a 
packet data communicatjon system, tlie packet d ata communication system comrmsing said 
transmitter and a receiver, said transmitter and said receiver each having cryptographic security 
capabilities, said transmitter compiisirig: 

means for generating data frames at a predete rmined rate: 

mftan^ fnr f>enerating a state vector, said state vector increme nted at said predetemiined 

rate; 

an encryption module adapted to generate a codebook from at least said state vector, said 
codebook for encrypting at least one of said data frames: and 

a processor ad^ ^ptft^ tn de tect a delay in transmitting said dat a frames, to drop one or more 
of said data frames, and to disable said state vector for each o f said data frames that are dropped, 
wherein said data frames arc dropped at a variab le rate, and 
^0 appor a tuQ of olaim -a47 wherein: 

said processor is further for deteraiining a communication channel latency, 

said data frames are dropped at a decreased rate if said communication channel latency 
exceeds at least one predetermined threshold; and 

said data frames are dropped at an increased rate if said communication channel latency 
fells below at least one other predetermined threshold. 

Claims 26-27 (Canceled) 

28. (Presently Amended) A n-ansmitter for achieving crvDto-svnchronization in a 
packet data commimication system, the packet d ata communication system comprising said 
^ansmitter and a receiver, said transmitter and sai d receiver each having cryptographic security 
ca pabilities, said transmitter comprising: 
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means for gaierating data frames at a pred etennined ratei 

mftans for eepemtina a state vector, said s to^ vector incremented at said predetermined 



rate: 



an encry ption module arianted to generate a codeboo k from at least said state vector, said 
codebook for encrvDting at least o ne of said data frames: and 

a prnnes5;or adanted to detect a delav in transmittin g said data frames, to drop one QX more 
^ f eai^ Hatft fr fltnes. and to disable said state vector for each of said data frame s that are dropped, 
wViereiT^ said processor is fiirther for determimne a communication chann el latency, and for 
/drop ping each of said data fames having an encoded rate equal to a fast encoding yate jf said 
r.rtmwunicai -i^i' phaTiwal latency exce eds a predetermined threshold, and 
TliD gppjrimc of rbim ?7. wherein said processor is further for dropping each of said data 
feames having an encoded rate equal to said first encoding rate and a second encoding rate if said 
communication channel latency exceeds a second predetennined threshold. 

Claims 29-31 (Canceled) 

32. (Presently Amended) A receiver for Achieving c rvpto-svncbronization in a packet 
A^f^ ^/.Tnnin nicatioii svstem- the nacket data communica t iftTi svatem comnrisine a transmitter and 
said receiver- said transmitter and said receiver each h j^v^np ; cryptographic security capabilities, 
said receiver comprising: 

Tni*an<! for receiving d ata frames: 

a queue adapted to store said data frames: 

means for generating a state vector said state vect or incremented at a predetennined ratej 
a HP^rryption module adanted to ger ^rate a codebook from at least said state vector, sai^ 

ff ^l^diOQk for decrypting at least or « of said data frames: and 

a proRfttaor adapter^ tn detect a delav hi dec r yption of said data frames, to drop one, m 

more of said data frames in said queue, and to adiust said state vector for each of said data fram ^ 

that are dropped^ 

wherein said processor adin^ts said state vector bv deter m ini ng a number o f dropped data frames 
and advancing said state vector in proportion to sa id number of dromied frames., and 
-Thoroooivorofolftimai wherein said state vector is advanced by a value of one for each of said 
dropped data frames. 

Claims 33-34 (Canceled) 
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35. (Presently Amended) A receiver for achieving crvpto-synchromzation in a packet 
Hatfl cnTYiTnunication system, the paclcei data conunxmication svstem comprising a transmitter and 
said receiver^ said transmitter and said receiver each havinc crypto gra'phic security capabilities, 
said receiver comprisinfi: 

means for receiving data frames: 

a queue adapted to store said data frames: 

means for generating a state vector, said state vector incremented at a pred etermined rate: 
a decryption module adapted to generate a codebook from at least said state vector, said 

codebook for decrypting at least one of said data fr flme<;; and 

a processor adapted to detect a delay in decryption of said data frame s, to drop one or 

more of said data frames in said queue, and to adjust said state vector f or each of said data frames 

that are dropped, 

wherein said processor is further for determining a communicatio n rhaTinel latency and dropping 
said one or more data frames at a variable rate in accordance with said commnni'r.arinn chaimel 
latency, and 

The roo e ivCT of claim 3*1 wherein: 

said processor decreases said rate if said communication channel latency falls below at 
least one predetermined threshold; and 

said processor increases said rate if said communication channel latency exceeds at least 
one other predetermined threshold . 

36. (Presently Amended) A receiver for achieving crvpto-svnchromzation in a packet 
data communication system, the packet data communication svstem co mprising a transmitter and 
said receiver, said transmitter and said receiver each having cryptogr aphic security capabilities, 
said receiver comprising: 

means for receiving data frames: 

a queue_adapted to store said data frames: 

Tn<=»flTig fnr pren erating a state vector, said state vector increme nted at a predetermined rate: 
a decryption module adapted to generate a codebook from at least said stat e vector, said 

codebook for decrypting at least one of said d ata frames: and 

a processor adapted to detect a delay in decryption of said data frame s, to drop one or 

more of said data frames in said queue, and to adjust said state vecto r for each of said data frames 

that are dropped. 

Th e r e c e ivor of daim 3Q wherein said processor is further for determining a 
communication channel latency; and 
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dropping said one or more data frames at a first predetermined fixed rate if said 
cortmunication channel latency fells below a predetermined threshold; and 

dropping said one or more data frames at a second predetermined fixed rate if said 
commumcation channel latency exceeds said predetermined threshold. 

37. (Canceled) 

38. (Presently Amended) A receiver for achieving cnmtQ-svncbronization in a packet 
data communication sys tem , the packet data commnnicadon system comprising a transmitter and 
said receiver, said transmitter and said receiver each having cryptographic security capabilities, 
said receiver comprising: 

means for receiving data frames: 

a queue adapted to store said data frames; 

means for generatinp a state vector, said state vector increme nted at a predetermined rate; 

a^decrvptjon module adapted to generate a codebook from at least said state vector, said 
codebook for decrypting at least one of said data fim ies: and 

a processor adapted to detect a delay in decryption of said data frames, to drop one or 
more of said data frames in said queue, and to adjust said state vector for each of said data frames 
that are droppeiL 

wherein said processor is further for determining ^ f-nTDniiinication channel latency, and 
dronning each of said one or more data fi-ames having an encoded rate equal to a first encoding 
rate if said pnmTnuni ca tion chamiel latency exce eds a predetermined threshold, and 
TliQ rocoi-^^or of olaim 37 wherein said processor drops said one or more data frames having an 
encoded rate equal to said first encoding rate and a second encoding rate if said communication 
channel latency exceeds a second predetermined threshold* 

Claims 39-40 (Canceled) 
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